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Napájaci zdroj

Zdroj napájania je 7,5 V DC ,  + uprostred konektoru.  Po zasunutí konektoru sa nám rozsvieti led dióda  POWER.

Prvé oživenie pomocou Hyperterminálu

Prepojíme konektor RS 232 u NGS s konektorom RS 232 na PC pomocou káblu Laplink. 

Na PC spustíme Hyperterminál a nastavíme nasledujúce :

     - zadáme názov pripojenia

     - vyberieme COM 1 alebo COM 2

     - nastavíme počet bitov za sekundu   38400

     - počet dátových bitov                          8

     - parita                                                  žiadna

     - Stop bity                                            1

     - Riadenie toku                                    žiadne 
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Netgate

Netgate login :         admin
Password :               admin

Login a password je  admin.  Toto heslo sa dá zmeniť príkazom passwd.

Pred zmenou hesla nastavte aktuálny čas pomocou príkazu date –s .

( synchronizácia s NTP Serverom ). NGS musí byť pripojený k Internetu.
Po zadaní login a hesla sa  vypíše príkazový riadok pre zadávanie príkazov.

netgate%  -  zadávame príkazy

                  -s - synchronize time with NTP server (on startup NetGate synchronize

                        automaticaly)

NetGateServer môžeme nastavovať vzdialene napríklad pomocou programu Putty.
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Príklad zapojenia Net Gate Serveru v podnikovej sieti.
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Nastavenie Net Gate Server LAN, WAN,DHCP

Všetky IP adresy sú uvedené len pre názornosť. Je treba použiť vaše funkčné IP adresy. Jediná správna IP adresa je adresa pre nastavenie GateKeeperu- 217.66.172.131.

Adresu je možné zistiť pomocou príkazu : ping gkp.fayn.cz v command promptu.

help  vypíše všetky príkazy

Skôr než sa nastavuje LAN a WAN je treba zastaviť služby NAT ( NAT STOP ), 

DHCPD ( DHCPD STOP ), ROUTER ( ROUTER STOP ) a EXGATEWAY 

( EXGATEWAY STOP ).

                             Nastavenie rozhrania LAN (EAST - LAN)

lan – vypíše súčasné nastavenie IP adresy
lan address 192.168.16.5  ( 192.168.16.5 je adresa pre príklad ) – nastaví IP adresu
lan reload  – zapíše IP adresu

príklad :

lan address 192.168.1.1         -  nastaví IP adresu siete

lan netmask 255.255.255.0    -  nastaví IP adresu mask

lan reload                                -  uloží nastavenie
                                     Nastavenie rozhrania WAN (West - WAN)

wan – vypíše súčasné nastavenie IP adresy 

wan address      – nastaví IP adresu
wan netmask     – nastaví IP adresu netmask
wan gateway      – nastaví IP adresu gateway
wan reload         – zapíše IP adresu

príklad :

wan address  212.65.251.74        – nastaví IP adresu
wan netmask 255.255.255.240     – nastaví IP adresu netmask
wan gateway 212.65.251.65         – nastaví IP adresu gateway
wan reload                                     – zapíše IP adresu
                                                 Konfigurácie DHCP

dhcpconf  - konfigurácia dhcp

-   range        -  rozsah adries od IP do IP ( napr.: 192.168.1.10 až 192.168.1.20 )

-   netmask    -  nastavenie Masky ( napi: 255.255.255.0 )

-   gateway    -  nastavenie IP adresy brány ( 192.168.1.1 )

-   dns            -  nastavenie IP adresy DNS

-   domain      -  názov domény

-   lease-time -  nastavenie prenajatého času

Príklad :

dhcpconf range 192.168.1.33 192.168.1.66

dhcpconf netmask 255.255.255.240

dhcpconf gateway 192.168.1.1

dhcpconf dns 212.65.193.157

dhcpconf domain fayn.cz

dhcpconf lease-time 1000000

Po nastavení LAN, WAN, DHCP je treba spustiť služby NAT ( NAT START ),

DHCPD ( DHCPD START ),  ROUTER ( ROUTER START ), EXGATEWAY

( EXGATEWAY START )

-------------------------------------------------------------------------------------------------------------------------------------------

Príklad nastavovania – výpis z Hyperterminálu :

NetGate

netgate login: admin

Password:

NetGate LAN Server ver. 0.1

Zastavenie služby NAT

netgate% nat stop
NAT ... Disabled

Zastavenie služby ROUTER

netgate% router stop
IP Routing... Disabled

Zastavenie služby DHCP

netgate% dhcpd stop
DHCP server... Stopped

Nastavenie  LAN ( East )

netgate% lan
address=192.168.1.100

netmask=255.255.255.0

netgate% lan address 192.168.100.1
address=192.168.100.1

netgate% lan netmask 255.255.255.0
netmask=255.255.255.0

netgate% lan

address=192.168.100.1

netmask=255.255.255.0

netgate% lan reload

Nastavenie  WAN ( West )

netgate% wan
address=62.65.177.177

netmask=255.255.255.192

gateway=62.65.177.129

netgate% wan address 212.65.251.74
address=212.65.251.74

netgate% wan netmask 255.255.255.240
netmask=255.255.255.240

netgate% wan gateway 212.65.251.65
gateway=212.65.251.65

netgate% wan
address=212.65.251.74

netmask=255.255.255.240

gateway=212.65.251.65

netgate% wan reload

Nastavenie konfigurácie DHCP

netgate% dhcpconf
range=192.168.1.150 192.168.1.240

netmask=255.255.255.0

gateway=192.168.1.1

dns=192.168.1.1

domain=company.com

lease-time=10800

netgate% dhcpconf range 192.168.100.10 192.168.100.20

range=192.168.100.10 192.168.100.20

netgate% dhcpconf netmask 255.255.255.0
netmask=255.255.255.0

netgate% dhcpconf gateway 192.168.100.1
gateway=192.168.100.1

netgate% dhcpconf dns 212.65.193.157
dns=212.65.193.157

netgate% dhcpconf domain fayn.cz
domain=fayn.cz

netgate% dhcpconf lease-time 1000000
lease-time=1000000

netgate% dhcpconf
range=192.168.100.10 192.168.100.20

netmask=255.255.255.0

gateway=192.168.100.1

dns=212.65.193.157

domain=fayn.cz

lease-time=1000000

Spustenie služby NAT

netgate% nat start

NAT ... Enabled

Spustenie služby ROUTER

netgate% router start

IP Routing... Enabled

Spustenie služby DHCP

netgate% dhcpd start
DHCP server... Running

netgate%

---------------------------------------------------------------------------------------------------------------------

                                             Konfigurácia H.323 brány

exgateway start - naštartuje H.323 gateway ( pokiaľ je brána zastavená )

vpacadm

objaví sa $

connect exgateway - pripojí H.323 gateway
cd FwProxy

ls -l - (vylistuje a napíše aké sú možnosti)

set ServiceStatus Stopped (zastaví službu) – pred konfiguráciou je nutné mať službu zastavenú

cd Interfaces

ls -l

cd East  ( privátna adresa )
ls – l  -   výpis nastavenia
na vnútornej East sa nenastavuje gkpAddr, ta sa nastavuje len pre vonkajšie

set GkpAddr 0.0.0.0   -  nastavíme pokiaľ je uvedená iná adresa
set IFaceAddr 192.168.16.5 nastaví adresu interface pre H.323 gateway zvnútra)

set NetMask 255.255.255.0    -  prípadne nastavíme i NetMask

dostať sa do West

cd ..\West

ls -l

nastaviť IP adresu getekeeperu (217.66.172.131)

set GkpAddr 217.66.172.131

set IFaceAddre ......212.65.251.68 (verejná adresa)

set NetMask 255.255.255.240    -  prípadne nastavíme i NetMask

CD ..    na úroveň Interfaces
CD ..    na úroveň FwProxy

ls -l

set ServiceStatus Runnnig  - po konfigurácii je nutné službu spustiť
exit ukončí
exgateway restart  - obnovenie novej konfigurácie

configuration save – uloženie konfigurácie 

---------------------------------------------------------------------------------------------------------------------

Príklad nastavovania H.323 Gateway – výpis z hyperterminálu

netgate% exgateway start
H.323 Routing... Running

netgate% vpacadm
$ connect exgateway
OK Connected

$ cd FwProxy
OK /FwProxy

$ ls -l
NODE(0/0) -rs Alerts

NODE(2/2) -rs Interfaces

NODE(0/4) -rs Logs

ENUM(Stopped,Running) -wd ServiceStatus Running

NODE(0/11) -rs Settings

OK /FwProxy found 5

$ set ServiceStatus Stopped
OK /FwProxy/ServiceStatus

$ ls -l
NODE(0/0) -rs Alerts

NODE(2/2) -rs Interfaces

NODE(0/4) -rs Logs

ENUM(Stopped,Running) -wd ServiceStatus Stopped

NODE(0/11) -rs Settings

OK /FwProxy found 5

$ cd Interfaces
OK /FwProxy/Interfaces

$ ls -l
NODE(0/7) -rs East

NODE(0/7) -rs West

OK /FwProxy/Interfaces found 2

$ cd East
OK /FwProxy/Interfaces/East

$ ls -l
BOOLEAN -wd CLIR FALSE

IPADDR  -wd FwProxyAddr 0.0.0.0

IPADDR  -wd GkpAddr 62.65.191.19

ENUM(127.0.0.1,192.168.100.1,212.65.251.74) -wd IFaceAddr

IPADDR  -rd NetMask 255.255.255.255

NUMERIC -wd RasPort 1719

ENUM(PassAll,CheckAddr,RefuseAll) -wd SetupPolicy PassAll

OK /FwProxy/Interfaces/East found 7

$ set GkpAddr 0.0.0.0
OK /FwProxy/Interfaces/East/GkpAddr

$ set IFaceAddr 192.168.100.1
OK /FwProxy/Interfaces/East/IFaceAddr

$ ls -l
BOOLEAN -wd CLIR FALSE

IPADDR  -wd FwProxyAddr 0.0.0.0

IPADDR  -wd GkpAddr 0.0.0.0

ENUM(127.0.0.1,192.168.100.1,212.65.251.74) -wd IFaceAddr 192.168.100.1

IPADDR  -rd NetMask 255.255.255.0

NUMERIC -wd RasPort 1719

ENUM(PassAll,CheckAddr,RefuseAll) -wd SetupPolicy PassAll

OK /FwProxy/Interfaces/East found 7

$ cd ..
OK /FwProxy/Interfaces

$ cd West
OK /FwProxy/Interfaces/West

$ ls -l
BOOLEAN -wd CLIR FALSE

IPADDR  -wd FwProxyAddr 0.0.0.0

IPADDR  -wd GkpAddr 0.0.0.0

ENUM(127.0.0.1,192.168.100.1,212.65.251.74) -wd IFaceAddr

IPADDR  -rd NetMask 255.255.255.255

NUMERIC -wd RasPort 1719

ENUM(PassAll,CheckAddr,RefuseAll) -wd SetupPolicy PassAll

OK /FwProxy/Interfaces/West found 7

$ set GkpAddr 217.66.172.131
OK /FwProxy/Interfaces/West/GkpAddr

$ set IFaceAddr 212.65.251.74
OK /FwProxy/Interfaces/West/IFaceAddr

$ ls -l

BOOLEAN -wd CLIR FALSE

IPADDR  -wd FwProxyAddr 0.0.0.0

IPADDR  -wd GkpAddr 217.66.172.131

ENUM(127.0.0.1,192.168.100.1,212.65.251.74) -wd IFaceAddr 212.65.251.74

IPADDR  -rd NetMask 255.255.255.240

NUMERIC -wd RasPort 1719

ENUM(PassAll,CheckAddr,RefuseAll) -wd SetupPolicy PassAll

OK /FwProxy/Interfaces/West found 7

$ cd ..
OK /FwProxy/Interfaces

$ cd ..
OK /FwProxy

$ ls -l

NODE(0/0) -rs Alerts

NODE(2/2) -rs Interfaces

NODE(0/4) -rs Logs

ENUM(Stopped,Running) -wd ServiceStatus Stopped

NODE(0/11) -rs Settings

OK /FwProxy found 5

$ set ServiceStatus Running
OK /FwProxy/ServiceStatus

$ ls -l
NODE(0/0) -rs Alerts

NODE(2/2) -rs Interfaces

NODE(0/4) -rs Logs

ENUM(Stopped,Running) -wd ServiceStatus Running

NODE(0/11) -rs Settings

OK /FwProxy found 5

$ exit
netgate% exgateway restart
H.323 Routing... Stopped

H.323 Routing... Running

netgate%

Prehľad príkazov pre NetgateServer

      bandwidth       duplex(full|half)|upload(kbit/s)|download(kbit/s)|voice(kbit/s)
                 configuration   load|save
                 date                   [-d|-n|-s|-u]
                 dhcpconf           range|netmask|dns|gw|domain|lease-time
                 dhcpd                start|stop|stat|restart
                 dnat                   add|del|stat
                 dns                     ip address

                 exgateway         start|stop|stat|restart
                 fw                      add|default|del|insert|stat
                 lan                     address|netmask|reload
                 nat                     start|stop|stat|restart
                 passwd              root
                 ping                 [-LRUbdfnqrvVaA] [-c count] [-i interval] [-w deadline]

                                          [-p pattern] [-s packetsize] [-t ttl] [-I interface or address]

                                          [-M mtu discovery hint] [-S sndbuf]

                                          [ -T timestamp option ] [ -Q tos ] [hop1 ...] destination

                 qos                    start|stop|stat|verbose
                 reboot              reboot NGS
                 route                add|del
                 router              start|stop|stat|restart
                 sshd                  start|stop|stat|restart
                 sshkeygen        generate|show|showall
                 syslog               ip address
                 syslogd             start|stop|stat|restart
                 version             -n

                 vpacadm           spustenie promptu pre nastavovanie H.323

                 wan                   address|netmask|gateway|reload
                                               USER ACCOUNTS

user:

admin
password:
admin
user:

root
password:
root
root - 
 superuser, has full access to OS Linux running NetGate,


 control over user admin

admin -NetGate administrator, restricted commands count listed bellow

             to manage NetGate Server

                                Popis príkazov pre NetGateServer

bandwidth

duplex(full|half)|upload(kbit/s)|download(kbit/s)|voice(kbit/s)

                  bandwidth to ISP, sets QoS parameters

                 -upload (kbit/s) - to ISP

                 -download (kbit/s) - from ISP

                 -duplex full|half

                  case duplex full, upload and download are the same values

                  case duplex half, upload can be different from download

                 -voice (kbit/s) - bandwidth guaranteed to voice

                                              Example: 

                                                    get bandwidth information


                                               netgate% bandwidth


                                               duplex=half


                                               upload=64


                                               download=128


                                               voice=24

                                                     set voice to 36 kbit/s


                                               netgate% bandwidth voice 36


                                               voice=36

configuration

load default|save

                  -load default  -loads default configuration values, 

                  -save               -saves temporary configuration
date 


[-d|-n|-s|-u]

                  -d - shows date, time 

                  -n - shows (sets) NTP server 

                  -s - synchronize time with NTP server (on startup NetGate synchronize

                        automaticaly)

                  -u - shows uptime 

dhcpconf     range|netmask|dns|gw|domain|lease-time

                     configure settings for DHCP server, shows (sets) parameters to set to DHCP 

                     client

                     -range - address range 

                     -netmask - netmask

                     - dns - dns server

                     -gw - gateway

                     -domain - domain name

                     -lease-time - time to lease IP address 

dhcpd 
          start|stop|stat|restart

                       DHCP daemon/servicie

dnat 
          add|del|stat

                     Destination NAT (port forwarding)

                     -add    -i        interface (lan,wan)

                     -s        source address[/netmask]

                     -d        destination address[/netmask]

                     -p        protocol (tcp,udp,icmp)

                     -sport    source address port[:port] (0,65535)

                     -dport    destination port[:port] (0,65535)

                     -to       forward to address

                     -tport    forward to port[:port] (0,65535)

                     -del (rule nr.)
dns 
          <ip address>

                      Shows (sets) DNS server name for NetGate

exgateway     start|stop|stat|restart

                      H323Router daemon/service

fw 

add|default|del|insert|stat

                       Firewall - packet filter

                      -add | insert (rule nr.)



          -i        input interface (lan,wan)

                     -s        source address[/netmask], mandatory

                     -d        destination address[/netmask], mandatory

                     -p        protocol (tcp,udp,icmp,all)

                     -o        output interface (lan,wan)

                     -j         target (ACCEPT,DROP,LOG), mandatory 

                     -del      (rule nr.)

lan 

address|netmask|reload
                        shows (sets) LAN interface parameters

                        -address - IP address

                        -netmask - IP netmask

                        -reload - activate changed parameters on this interface

wan 

address|netmask|gateway|reload

                        shows (sets) WAN interface parameters

                         -address - IP address

                         -netmask - IP netmask

                         -gateway - IP gateway

                         -reload - activate changed parameters on this interface

nat 

start|stop|stat|restart

                         Network Address Translation daemon/service

passwd 
[root]

                         changes admin's password

When "passwd root" is set, then user admin can change password to superuser (root), but he must  know the password allowing to do this. This password is set to "root" by default. Setting "configuration load default" does not matter. Superuser (root) can change this password running /etc/netgate/crypt.sh 

ping                   standart ping utility

qos 

   start|stop|stat|verbose

                          Quality Of Service daemon/service
reboot                reboots maschine

route 

add|del -net ADDRESS -netmask MASK -gw GATEWAY

                       
add|del -host ADDRESS -gw GATEWAY

                           shows (sets) routing tables

                          -net - network address

                          -netmask - network mask

                          -gw - gateway

                          -host - single IP address

router 
start|stop|stat|restart

                        IP Router daemon/service

sshd 

start|stop|stat|restart

                          OpenSSH daemon/service

                           Enables manage NetGate remotly. Disabling this you can configure only 

                           over RS232. 

sshkeygen 
generate|show|showall

                            generates or shows SSH private/public keys

                          -generate - generates RSA and DSS keys

                          -show - shows RSA and DSS keys

                          -showall - shows RSA, DSS keys and fingerprints

syslog 

<ip address>

                           shows (sets) address where system informations are have to be sent to 

syslogd 
start|stop|stat|restart

                           SYSLOG daemon/service, when running sends system informations to IP

                           specified by "syslog"

version 
[-n]

                          shows version 

                         -n - shows version number

vpacadm           utility to configure H323Router

